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ABSTRACT

Gorugantu, Swetha. M.S., Department of Computer Science and Engineering, Wright
State University, 2018. Malware Analysis Skills Taught in University Courses.

Career opportunities for malware analysts are growing at a fast pace due to the evolving
nature of cyber threats as well as the necessity to counter them. However, employers are
often unable to hire analysts fast though due to a lack of the required skillset. Hence, the
primary purpose of the thesis is to conduct a gap analysis between the binary analysis skills
taught in universities with those that the recruiters are looking for. Malware can be
analyzed using three main types of tools and techniques: high-level profiling, static
analysis, and dynamic analysis. These methods provide detailed information about the
functionality and behavior of the binary executable. To determine the relevant courses
taught in universities, three different set of universities were used which consisted of the
NSA accredited colleges, top universities in computer science, and top cybersecurity
colleges across the world. Based on the analysis, it can be observed that there are few
universities that offer cybersecurity programs, among which very few offer a course in
malware analysis. To shortlist the skills necessary for career opportunities in the field of
malware analysis, a list of job descriptions from three employment-related social
networking sites: LinkedIn, Indeed, and Glassdoor was collected. From the inventory of
job postings, it can be noticed that most of the openings require experience with malware
and reverse engineering tools. The dataset of university courses was compared and

paralleled with the dataset of job descriptions using three analysis methods: LDAviz tool,



aword cloud generator, and a pie chart model. Based on the study, it can be concluded that
though there are very few universities that teach cyber security analysis as part of their
curriculum, they are exceptionally doing well in meeting the current needs of the industry.
The only exception is a lack of coverage of topics like threat analysis, incident response,
and computer forensics. However, it would be highly beneficial if all the schools could
expand their programs and offerings in the field of Malware analysis so that young talent

could easily fill these roles.
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1. Introduction

1.1. Malware

Malware is the abbreviation of malicious software. It is a piece of software that is used to
gain access to or damage a user’s data, computer or network. More generally, a piece of
software that does any operation without the user’s permission is considered to be malware.
For example, malware may create a backdoor to access user’s data. Once installed,
malware can greatly reduce a computer’s performance, and delete or change the contents
of files.

Malware is able to spread through many ways. Prior to the invention of the Internet,
malware used to travel through floppy disks. It used to get attached to the floppy disk and
then replicate once inserted in to a computer. But now, it gets downloaded within seconds
through the Internet. Malware usually gets installed by tricking the users to click a link or
any operational buttons on a website. Users often cannot differentiate between trustworthy
ads against damaging ones. The process of incorporating malware in online advertisements
is called malvertising (an abbreviation of malware advertising). Users tend to click on ads
or any links that say “download” expecting to download the advertised software, which
will also result in downloading the malware on to the device. Malware might also be
present in e-mails as an attachment or a link. The unexpected download of malicious code

or a virus to the machine is called a drive-by download.



1.2. Malware Analysis

Malware analysis is important for stopping the spread of malware. Malware analysis is the
process of examining a malware to determine how it operates, how to identify it, and the
possible methods of eliminating it. Malware analysis provides an understanding of what
kinds of malware a piece of software contains, how it damages the computer or network,
how it gains access to the user’s data, how to detect it and how to measure its damage.

One way to detect malware is through the use of signatures. A signature is a pattern of
actions or a string of code that is created based on a known piece of malware. There are
two types of signatures, host-based signatures and network signatures. Host based
signatures or indicators are effective in detecting malicious code because they help in
finding out the operations of the malware on the system instead of its characteristics. For
example, a hacker might changes an unimportant line of code, like a comment, so that it
will have a different checksum. That makes checksums a weak signature. On the other
hand, the hacker cannot change the effect of the malware on the host system without
affecting its functionality. That makes host-based signatures stronger. Host-based
signatures include things like the files that are created or changed by the malware and the
modifications it makes to the registry, if any. These are things the malware analyst’s
attempts to discover when they analyze the code. Network signatures are used in identify
the malware by examining the network traffic. They are more effective when created with
the help of malware analysis. For example, we can use firewalls to know the websites
which the malware has access to and include details such as IP addresses, port numbers in
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the network signatures. Additionally, signatures are also helpful in counting malware based
on common properties of the malicious code. After obtaining the signatures, we need to
find out how the malware operates which is done by the malware analysis techniques that

will be discussed in Chapter 2.

1.3. Importance of Malware Analysis

With millions of malicious codes on the Internet, and the number being encountered
increasing day-by-day, malware analysis is gaining importance for detecting and
preventing cyber-crime. There were on average 47.4 attempted attacks per computer during
the first half of 2017 threatening online security [1]. Cyber-attacks have become equally
prominent along with tablets, mobile phones and other smart devices. The number of
malicious codes being downloaded is growing exponentially, so it is critical to incorporate
a defensive anti-malware strategy to protect information. Moreover, the number of new
malware consistently increased in the last few years. The below table shows the number of
new malware specimen (in millions) for ten years from 2007 to 2017. A new malware

specimen emerged every 4.2 seconds in 2017 [1].



Year Number of new malware specimen (count in millions)
2007 0.13
2008 0.89
2009 1.58
2010 2.09
2011 2.57
2012 2.64
2013 3.38
2014 5.99
2015 5.14
2016 6.83
2017 9.78

Table 1: Number of new malware appeared in a time period of ten years [1]

Hence, the cybersecurity strategy should include malware detection controls along with

preventive measures. As mentioned previously, malware analysts provide the information

needed to develop these controls and measures.

It is also essential to have knowledge about digital crimes from an economic point of view.

There is an increasing security threat to organizations, industries, banking and private

sectors. Economic damage of about ten billion dollars per year is caused by malware [1].




Stopping the spread of malware is an important part of reducing this economic damage.
Additionally, it is important for companies to limit the economic damage of malware on
their customers when possible. To do this, malware analysts need to determine if any user
accounts were accessed or changed, if passwords were stolen, where they were sent, and
anything else that can be used to warn the customers who were impacted.

Malware analysis is also an important part of incident response. Incident response is an
organized process to handle and manage a cyber-attack, along with the recovery costs. It
includes various components such as preparation of technical investigation, resource
identification, containment, eradication etc. Since, malware is the cause for many computer
or IT incidents, malware analysis plays a crucial role in incident response. Understanding
how malware affects a system can reduce infections in an organization or a network, thus
reducing the overall cost. Hence, performing malware analysis is necessary to protect the

security of a network.

1.4. Skills Needed by Malware Analysts in today’s World

According to the Bureau of Labor Statistics in 2016, about 100,000 jobs are available for
Information Security analysts and the expected change in employment in the next ten years
is 28 percent (compared to the average of 7 percent), which counts to about 28,400 jobs.

Skilled malware analysts are in high demand in today’s world due to the lack of malware
analytical skills in today’s generation. A person who is capable of analyzing a piece of

malware and gets a deep understanding of what and how it does is called a malware analyst.
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A good knowledge of many aspects of computer science, such as networking,
programming, operating systems, compilers, computer architecture and malware in general
IS required to become a malware analyst. However, the present generation lacks such
malware analytical skills not all of these courses are a part of most of the college
curriculums. University courses specifically on malware analysis are even rarer because it
is a relatively new field within computer science.

This thesis will focus on answering the following question: are universities meeting the
needs of employers when it comes to hiring malware analysts, and if not, are there other
places for individuals wishing to go into this field to learn the required skills? To answer
this question, Chapter 2 of the thesis provides background on the malware analysis process,
Chapter 3 explores the skills relevant to malware analysis that are taught in university
courses and online learning courses, Chapter 4 reviews the skills that employers that hire
malware analysts are looking for, and Chapter 5 concludes with an analysis of how well

universities and online course providers are meeting the needs of employers in this area.



2. Malware Analysis Tools and Techniques

The goal of this chapter is to understand the basic skills, tools and techniques commonly
used in malware analysis. Based on the time, skills and tools required to perform an
analysis, there are three techniques of analyzing malware: high level profiling, static code
analysis, and dynamic code analysis. To get a complete idea of a malware executable, these

techniques require different tools, which will be discussed further.

2.1. High Level Profiling

High level profiling is the process of analyzing the malware by observing the
characteristics of the malware and its impact on the system by running it instead of looking
at the code. This process does not provide much information about the functionality of the
malware, as it does not involve executing the code line by line. Hence, it does not require

as much detailed technical knowledge as code analysis.
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Figure 1: Antivirus program to find the basic file details

2.1.1. Antivirus Scanning

The most obvious thing to do when trying to learn if a particular piece of code is malware
and what it does is to use an antivirus program. Antivirus programs compare a file to a
database of known malware. If the file matches one in the database, it is considered as
malware. This comparison is most often done by comparing specific bits of code with
identical pieces of known suspicious code or file signatures. An example of a file signature

is a hash. A hash value is a unique alphanumeric string value that is generated by a



computer algorithm based on the contents of a file. Hashes can be used by anti-virus tools
to screen for malware and prevent it from being downloaded or executed. There are several
antivirus programs that use different signatures and heuristics such as VirusTotal,
Malwarebytes, Avast and so on. However, detection of malware through hashing is not so
effective because if the malware developer changes the code even slightly, it will have a
different hash and therefore avoid detection by the anti-virus system. Because of this, it is
desirable to have anti-virus systems that use behavioral and pattern-matching analysis in
addition to hash values.

VirusTotal (www.virustotal.com) is an example of an application that aggregates the output

of many antivirus tools. It generates a report that shows the total number of antivirus
engines that considered the uploaded file as malicious. For example, the file loaded in the

below screenshot is regarded by 38 antivirus engines as malicious.
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Figure 2: VirusTotal report detecting the file as malware

2.1.2. Dependency Analysis

Not all malware has already been identified and included in antivirus program databases.
In these cases, more analysis is needed to learn what the executable is doing. One thing
that can be very useful is to know the operating system functions and libraries an executable
uses. For example, if an application that is supposed to be a simple calculator makes use
of many network-related capabilities, it might contain malware. Tools such as Dependency
Walker list the dependencies of the executable file in the form of a recursive tree. They

also help in viewing the list of functions that are imported and exported by a module. When
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we open a .dll file in Dependency walker, the view will be as follows:
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B File FEdit View Options Profile Window Help - & =
= Bk cd e S BEMO
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F]- O KERNEL32DLL
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< il 3

(L3
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EOEEOEEREEE
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ZE | [EFRAME.DLL 07/13/2009 8:15p|07/13/2009 8&06p | 10973,696| A Ox00A812B3 |0x00
ZE | SHLWAPLDLL 07/13/2009 8:16p |07/13/2009 810p 350,208 | A 0x0005A8D4 |0x00

O | API-MS-WIN-CORE-CONSOLE-L1-1-0.DLL 07/13/2009 8:03p |07/13/2009 8&04p 3,072 | HA 0x0000FC51 |0x00 ~
< 1 »

Warning: At least one delay-load dependency module was not found.
Warning: At least one module has an unresolved import due to a missing export function in a delay-load dependent module.

For Help, press F1

Figure 3: Dependency walker listing the dependencies of the executable

2.1.3. Process Monitoring

Another approach to high level profiling is to run the executable and observe its effect on
the system or a network. This type of profiling can be risky because running the malware
can spread it to other machines on the network or allow it to violate the system’s security,
such as sending confidential user information. Hence, we need to follow precaution

mechanisms while executing the malware such as using a virtual machine to study malware
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safely, using sandboxes to run untrusted programs, etc.

Running the malware executable code helps to find out the processes it spawns. This is
important because the malware may create a process on the user’s system that does
something bad like log the keystrokes. Tools such as ProcMon allow an analyst to capture
process information. ProcMon is an abbreviation for Process Monitor. As the name
suggests, it monitors all the processes or system calls a piece of malware spawns or invokes

when it is run. It can be downloaded from the link: https://docs.microsoft.com/en-

us/sysinternals/downloads/procmon.
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File Edit Event Filter Tools Options Help

SHIABE Y AG B 4N (EBLZM

Time o.. Process Name PID  Operation Path Result Detail <
8:52:43... FgPracticalMalwareAnalysis-.. 3008 ﬁRegQueryVa\ue HKCU\Software\MicrosoftWindows\Curr.. SUCCESS Type: REG_DWO...
8:52:43... EgPracticalMalwareAnalysis-.. 3008 ﬁRegCIoseKey HKCU\Software\MicrosoftWindows\Curr... SUCCESS
8:52:43. PracticalMalwareAnalysis-.. 3008 ﬁRegQuer}!Key HKCU SUCCESS Query: HandleTag...
85243 EdPracticalMalwareAnalysis-.. 3008 ﬁRegOpenKey HKCU\Software\MicrosoffiWindows\Curr.. SUCCESS Desired Access: Q
85243 F@PracticalMalwareAnalysis-.. 3008 ﬁRegSeﬂnfﬂKey HKCU\Software\MicrosoffiWindows\Curr.. SUCCESS KeySetinformation
:52:43... PracticalMalwareAnalysis-... RegQueryValue HKCU\Software\MicrosoftiWindows\Curr... Type: REG_DWO...
852:43... EgPracticalMalwareAnalysis-.. 3008 @{ RegCloseKey HKCU\Software\MicrosoftiWindows\Curr.. SUCCESS
8:52:43.... EgPracticalMalwareAnalysis-.. 3008 ﬁRegQueryKey HKLM\SOF TWARE\Wowb432Node\Mic... SUCCESS Query: HandleTag...
85243, PracticalMalwareAnalysis-.. 3008 ﬂRegOpenKey HKLM\SOF TWARE\Wow6432Node\Mic... NAME NOT FOUND Desired Access: R...
85243 P@PracticalMalwareAnalysis-.. 3008 ﬂRegQuewKey HKCU\Software\Microsoff\internet Explor... SUCCESS Query: HandleTag...
85243, PracticalMalwareAnalysis-.. 3008 ﬂRegOpenKey HKCU\Software\Microsoffiinternet Explor... NAME NOT FOUND Desired Access: R...
8:52:43. PracticalMalwareAnalysis-.. 3008 ﬁRegQuewKey HKLM\SOF TWARE\Wow6E432Node\Mic... SUCCESS Query: HandleTag...
8:52:43... EgPracticalMalwareAnalysis-.. 3008 ﬁRegOpenKey HKLM\SOF TWARE\Wow6E432Node\Mic... NAME NOT FOUND Desired Access: R...
8:52:43. PracticalMalwareAnalysis-.. 3008 ﬁRegQuer}!Key HKCU SUCCESS Query: HandleTag...
85243 EdPracticalMalwareAnalysis-.. 3008 ﬁRegOpenKey HKCU\Software\MicrosoffiWindows\Curr.. SUCCESS Desired Access: R
8:52:43.... FdPracticalMalwareAnalysis-.. 3008 ﬁRegSeUnfaKey HKCU\Software\MicrosoffiWindows\Curr... SUCCESS KeySetinformation...
8:52:43... E@PracticalMalwareAnalysis-.. 3008 ﬁRegQueryKey HKCU SUCCESS Query: HandleTag...
8:52:43.... EgPracticalMalwareAnalysis-.. 3008 ﬂRegOpenKey HKCU\Software\MicrosoffiWindows\Curr.. SUCCESS Desired Access: R...
8:52:43. PracticalMalwareAnalysis-.. 3008 ﬁRegSeﬂnfeKey HKCU\Software\MicrosoffiWindows\Curr.. SUCCESS KeySetinformation...
85243 P@PracticalMalwareAnalysis-.. 3008 ﬂRegQuewKey HKCU\Software SUCCESS Query: HandleTag...
85243 P@PracticalMalwareAnalysis-.. 3008 ﬂ RegOpenKey  HKCU\Software\Microsoft\internet Explor... SUCCESS Desired Access: R..
8:52:43. PracticalMalwareAnalysis-.. 3008 ﬁRegSeﬂnfoKey HKCU\Software\Microsoffiinternet Explor... SUCCESS KeySetinformation...

8:52:43. PracticalMalwareAnalysis-.. 3008 ﬂRegQueryVa\ue HKCU\Software\Microsoftiinternet Explor... NAME NOT FOUND Length: 144
8:52:43... EgPracticalMalwareAnalysis-.. 3008 ﬁRegCIoseKey HKCU\Software\Microsoffiinternet Explor... SUCCESS B

8:52:43 PracticalMalwareAnalysis-.. 3008 ﬁRegQuer}(Key HKLM\SOF TWARE\Wowb432Node SUCCESS Query: HandleTag =
85243 EdPracticalMalwareAnalysis-.. 3008 ﬁ RegOpenKey  HKLM\SOFTWARE\Wow6432Node\Mic... SUCCESS Desired Access: R
8:52:43... E@PracticalMalwareAnalysis-.. 3008 ﬁRegSeﬂnfeKey HKLM\SOF TWARE\Wow6432Node\Mic... SUCCESS KeySetinformation...

8:52:43... E@PracticalMalwareAnalysis-.. 3008 ﬂRegQueryVa\ue HKLM\SOF TWARE\Wow6432Node\Mic... NAME NOT FOUND Length: 144

8:52:43.... EgPracticalMalwareAnalysis-.. 3008 ﬁRegCloseKey HKLM\SOF TWARE\Wowb432Node\Mic... SUCCESS

85243, PracticalMalwareAnalysis-.. 3008 ﬁRegQuewKey HKCU\Software\Microsoffiinternet Explor... SUCCESS Query: HandleTag...

8:52:43... EgPracticalMalwareAnalysis-.. 3008 ﬂRegOpenKey HKCU\Software\Microsoffiinternet Explor... SUCCESS Desired Access: R..

85243, P@PracticalMalwareAnalysis-.. 3008 ﬁRegCIoseKey HKCU\Software\Microsoffiinternet Explor... SUCCESS =

f.cnan =S¥ ) Aol anno o A sl Luso e s A T P ALARAC RIAT CAL RN ale. 444

Figure 4: List of ProcMon events while running the malware
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Process explorer is a similar tool. It provides a deep understanding of the currently running
process. It lists all the file handles and DLL's that are run and loaded in the form of a tree

structure for each process. It can be downloaded from: https://docs.microsoft.com/en-

us/sysinternals/downloads/process-explorer. This is how all the active processes are

displayed in Process Explorer.

Lo | OS]

c.";’ Process Explorer - Sysinternals: www.sysinternals.com [Swetha-PC\Swetha]

File Options View Process Find Users Help

= eI EE =T kT X0 1 |11 |11 N
Process CPU  Private Bytes Working Set PID  Description Company Name =
¥ | System Idle Process 8370 0K 24K 0
=i 1 System 040 112K 304 K 4
¥ || Interrupts 4.00 0K 0K nfa Hardware Interrupts and DPCs
¥ |smss.exe 352K 676 K 216
¥ | csrss.exe 2124K 3,568 K 288
¥ | csrss.exe 599 2640 K 10,136 K 324
[=| 8 | wininit exe 1300 K 3,048 K 332
=[5 services exe 3.940K 6,348 K 420 =
# | svchostexe 026 3416 K 6584 K 540 Host Process for Windows S... Microsoft Corporation
# | svchostexe <0.01 3148K 5828 K 604 Host Process for Windows S... Microsoft Corporation
I:—:} # | svchostexe 16,704 K 12,380 K 704 Host Process for Windows S.. Microsoft Corporation
¥ | audiodg.exe 15584 K 15896 K 1352
I:—:;i" svchostexe <0.01 62,392 K 64,720 K 744 Host Process for Windows S.. Microsoft Corporation
# | dwm.exe 1400 K 3416K 1856 Desktop Window Manager Microsoft Corporation
# | svchostexe om 16,696 K 17,980 K 776 Host Process for Windows S.. Microsoft Corporation
# | svchostexe 4996 K 7336 K 912 Host Process for Windows S... Microsoft Corporation
# | svchostexe <0.01 12680K 10,180 K 976 Host Process for Windows S... Microsoft Corporation
¥ | spoolsv.exe 5932K 6588 K 968 Spooler SubSystem App Microsoft Corporation
# | svchostexe 1016 K 8.092K 1028 Host Process for Windows S.. Microsoft Corporation
# | svchostexe 4452 K 5252K 1116 Host Process for Windows S.. Microsoft Corporation
¥ |taskhostexe 7668 K 7.992K 1592 Host Process for Windows T... Microsoft Corporation
# | Searchindexer.exe 002 22660 K 15,584 K 560 Microsoft Windows Search In... Microsoft Corporation
¥ | mscorsvw.exe 3664 K 9252K 2952 NET Runtime Optimization S... Microsoft Corporation
# | svchostexe om 169,460 K 22076K 2164 Host Process for Windows S... Microsoft Corporation
# | svchostexe 1.828K 6344 K 2152 Host Process for Windows S.. Microsoft Corporation
1 428 Local Security Authority Proc... Microsoft Corporation
B | lsm.exe 2152K 3140K 440
# |winlogon.exe 2636 K 4,840 K 360
¥ | GoogleCrashHandler.exe T4MK 528K 1804 H

CPU Usage: 16.30% Commit Charge: 92.14% Processes: 51 Physical Usage: 72.46%

Figure 5: Process explorer displaying the list of processes

2.1.4. Registry Monitoring

Malware can create entries or modify the existing registry values in order to make it
difficult to detect or to or to launch itself or integrate with an existing process. Hence, it is
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important to verify for any modifications in the registry after running the malware with
tools such as RegShot. This tool allows the analyst to take registry snapshots, which help
in identifying if there are any modifications made to the registry after running the malware.

It can be downloaded from: https://sourceforge.net/projects/regshot/. This is the sample

result by RegShot when it compares the snapshots generated before and after running the

malware.

Mj ~res-x86 - Notepad E\@
File Edit Format View Help

Regshot 1.9.0 x86 ANSI

Comments :

Datetime: 2018/1/4 03:12:37 , 2018/1/4 03:14:13
Computer: SWETHA-PC , SWETHA-PC

Username: Swetha , Swetha

[ »

values added: 3
HKU\S-1-5-21-285848242-4040346468-2869528774-1000\Software\Microsoft\Internet Explorer\Recovery\Acti
HKU\S-1-5-21-285848242-4040346468-2869528774-1000\Software\Microsoft\Windows\CurrentVersion\Explorer
HKU\S-1-5-21-285848242-4040346468-2869528774-1000\Software\Microsoft\Windows\CurrentVversion\Explorer

HKLM\SOFTWARE\Google\Update\LastStartedAU: 0x5A4D8DAC
HKLM\SOFTWARE\Google\Update\LastStartedAU: 0x5A4D9BDS
HKLM\SOFTWARE\Google\Update\UsageStats\Daily\Counts\goopdate_main: 09 00 00 00 00 00 00 00
HKLM\SOFTWARE\Google\Update\UsageStats\Daily\Counts\goopdate_main: 0A 00 00 00 00 00 00 00
HKLM\SOFTWARE\Google\Update\UsageStats\Daily\Counts\goopdate_constructor: 09 00 00 00 00 00 00 00
HKLM\SOFTWARE\Google\Update\UsageStats\Daily\Counts\goopdate_constructor: 0A 00 00 00 00 00 00 00
HKLM\SOFTWARE\Google\Update\UsageStats\Daily\Integers\last_started_au: AC 8D 4D 5A 00 00 00 00
HKLM\SOFTWARE\Google\Update\UsageStats\Daily\Integers\last_started_au: D5 98 4D 5A 00 00 00 00
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Perf1ib\009\Counter: 31 00 31 38 34 37 00 32 00 5
F 6E 20 46 61 75 6C 74 73 2F 73 65 63 00 33 36 00 43 61 63 68 65 20 46 61 75 6C 74 73 2F 73 65 63 0OC
74 65 6D 20 43 6F 64 65 20 54 6F 74 61 6C 20 42 79 74 65 73 00 37 30 00 53 79 73 74 65 6D 20 43 6F
20 25 00 39 36 00 44 61 74 61 20 4D 61 70 20 50 69 6E 73 2F 73 65 63 00 39 38 00 50 69 6E 20 52 65 €
4 20 52 65 61 64 73 2F 73 65 63 00 31 32 38 00 41 73 79 6E 63 20 46 61 73 74 20 52 65 61 64 73 2F 73
4C 65 76 65 6C 20 32 20 54 4C 42 20 46 69 6C 6C 73 2F 73 65 63 00 31 35 36 00 45 B6E 75 6D 65 72 61
61 6B 00 31 38 30 00 57 6F 72 6B 69 6E 67 20 53 65 74 00 31 38 32 00 50 61 67 65 20 46 69 6C 65 20 4
561 6473 2F 73 65 63 00 32 31 36 00 44 69 73 6B 20 57 72 69 74 65 73 2F 73 65 63 00 32 31 38 00 44
49 6E 74 65 72 72 75 70 74 73 2F 73 65 63 00 32 34 38 00 50 72 6F 63 65 73 73 65 73 00 32 35 30 00
57 72 69 74 65 20 42 79 74 65 73 20 50 61 67 69 6E 67 2F 73 65 63 00 32 38 32 00 57 72 69 74 65 20 4
6 00 57 72 69 74 65 20 50 61 63 6B 65 74 73 20 53 6D 61 6C 6C 2F 73 65 63 00 33 30 38 00 52 65 61 64
20 4F 75 74 00 33 34 32 00 53 65 73 73 69 6F 6E 73 20 45 72 72 6F 72 65 64 20 4F 75 74 00 33 34 34
64 20 50 65 61 6B 00 33 37 36 00 50 6F 6F 6C 20 50 61 67 65 64 20 46 61 69 6C 75 72 65 73 00 33 37 Ev

L] 11 b

Figure 6: RegShot showing the registry values

14


https://sourceforge.net/projects/regshot/

2.1.5. Analyzing Network Traffic

It is also important to know what websites or other network resources an executable tries
to connect with. For example, a piece of malware may be connecting to a server to transmit
sensitive user data or to receive further instructions. However, to prevent malware from
spreading, most analysis is done on a computer that is isolated from the rest of the network.
One important way to observe the run-time characteristics of the malware is to fake the
network it is executed in and prevent it from realizing that it is not actually connected to
the Internet. This helps in monitoring the network traffic and obtaining the network
indicators such as signatures, IP addresses and domain names that the malware uses. Tools
such as ApdateDNS and INetSim can be used for analyzing malware in a network.
ApdateDNS is a tool that serves as a DNS server and controls the DNS responses. When
the malware generates DNS requests to a user-specified IP address on UDP port 53 on local
machine, ApdateDNS spoofs DNS responses to those DNS requests by listening on the
UDP port. The below screenshot shows ApdateDNS responding to

teredo.ipv6.microsoft.com
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I¥ ApateDNS =

Capture Window | DNS Hex View |

Time Domain Requested DMS Retu...
22:2808 teredo.ipvB.microsoftcom FOUND
222845  teredo.ipvb.microsoftcom FOUND

[+] Using IP address 18.8.2.2 for DNS Reply. -
[+] DNS set to 127.8.8.1 on Intel(R) PRO/16@@ MT Desktop Adapter.
[+] Sending valid DNS response of first request.

[+] Server started at 22:28:83 successfully.

[+] Stopping Server...

[+] DHCP detected, setting DNS back to DHCP.

[+] DNS Restored.

[+] Interfaces list has been refreshed.

m

Start Server

# of NXDOMAIN's: 0 —_——
Selected Interface: |InteI(R) PRO/1000 MT Desktop Adapt VJ

Figure 7: Response of Apdate DNS

DNS Reply IP (Default: Current Gatway/DNS): ‘

INetSim is similar to ApdateDNS, but it fakes a wider variety of services. INetSim is a
Linux based tool that simulates most of the internet services used commonly, such as FTP,
HTTP, HTTPS, SMTP, DNS etc.

Once the malware analyst has simulated a network environment, they must explore the
interaction of the malware with that network, such as what resources it is connecting to and
what information it is sending. Tools such as Netcat and Wireshark are useful for this.
Netcat is a TCP/IP tool used to read and write to network connections. Due to the features

it consists of such as port forwarding, tunneling, port scanning and proxying etc. it is also
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known as TCP/IP Swiss Army Knife. Wireshark is a packet analyzer that is used to know
the details of the network traffic in a minute level. Wireshark includes packet-stream
analysis, filtering, visualization and a deep insight in the analysis of individual packets.

High level profiling can only give an overview of what the malware does. For more
information, the code will need to be analyzed in more detail, using either static or dynamic

code analysis.

2.2. Static Code Analysis

Static code analysis consists of examining the malware by viewing the assembly code. The
advantage of this type of analysis is that we do not need to execute the malware or work
around any anti-debugging techniques.

In static code analysis, an executable is loaded into a disassembler and reverse engineering
of the malware is performed. The disassembler converts machine-executable code to
assembly language source code. In order to know what the program does, we observe the
program instructions that are executed by the CPU. This process requires a deep knowledge
of assembly language code constructs, windows operating system concepts and
disassembly.

The primary tool used for disassembly by most reverse engineers or malware analysts is
Interactive Disassembler Professional (IDA Pro). IDA Pro disassembles the malware
binary and shows us the entire disassembly in assembly language using two modes: graph
mode and text mode. This section will provide an illustration of using IDA Pro to do a
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reverse engineering task. In this task, there is an executable file that prompts for a username
and a serial number. By default, the executable will say “Error: not a correct Serial.” The
goal is to instead get it to say “Correct: Good Work.” To begin, the analyst would open the

file in IDA Pro. This results in an assembly code listing.

D 1DA - Crackme v2 by LuCiFeR exe C:\Users\sweth\Documents\Thesis\Crackme v2 by LuCiFeR exe - [l
File Edit Jump Search View Options Windows Help
A evoer HHAH S 3w DO AAFS#uX OO T e Wirr
| T I (RN | 1
Library function Il Reqular function Ml Instruction [ Data I Unexplored | External symbol
71 Functions window 9% ¥ [@ IDAView-A © 7 Strings window T Hex View-1 Structures 2 Enums i Imports #  Exports
Function name = .text:08401685 mov eax, edx
7] end .text:ggigi::z ?hr‘l eax, 5 .
ral - text: imu eax, @FFFFFC90@
Ao ? text 00401650 mov  edx, 0
7] _onexit . text:08401695 push  edx
= mingw_CRTStartup .text:88401696 p\j‘sh eax
7] oo axw_ption handler(x) . text:00481697 fild quord ptr [esp]
7~ do s inic . text:@@481694 lea esp, [esp+8]
7] main .text:0040169E fstp [ebp+var_41@]
? ™ static.initialization_and_destruction 0(in .text:084016A4 fld [ebp+var_41@]
%] gfobal constructor keyed ' main . text:004016AA fstp quord ptr [esp+8]
7'g\ube\ destructor keyed to' ;nam .text:@84816AE mov dword ptr [esp+4], offset aIX@19871 ; "%i-x@19871"
T .. GLIBCPP ‘E' init(void) .text:084016B6 lea eax, [ebp+var_308]
—_gnu_o: _mutex_in . N .
(7] _gnu_ooc::_GLIBCPP_mutex_address. init - Lext:0040168C mev lesp], eax i char
7] failure: failurastd:string o - texct:@04E168F call  _sprintf
¥ - ailure(st sring < _text:004016C4 lea eax, [ebp+var_388]
7 failure() . text:004016CA mov [esp+4], eax ; char *
i adura() . text:@04016CE lea eax, [ebptvar_208]
T failurs() .text:084016D4 mov [esp], eax ; char *
¥ -ebat{void) .text:004016D7 call  _stremp
7l S_jos_create(bool) .text:884816DC mov [ebp+var_414], eax
¥ S jos_ destroy(veid) .text:004016E2 cmp [ebp+var_414], @
7] nit(void) .text:004016E9 jz short loc 401719 ) o
7] nit{void) .text:@84016EB mov dword ptr [esp+4], offset aErrorNotACorre ; "Error Not a correct Serial\n
? " .text:084016F3 mov dword ptr [esp], offset __ZStdcout ; std::ostream *
T P .text:@84816FA call __75t1sISt11char_traitsIcEERSt13basic_ostreamIcT_ES5_PKc ; std::op
7 xalloc{void) .text:884016FF mov dword ptr [esp], offset aPause ; "pause
¥ 5 M_grow, words(int) . text:004091706 call _system o
"l M (o) .text:@040170B mov dword ptr [esp], offset aCls ; "cls
7] ::;nh’“(m”mh consta) .text:00401712 c_all _system
? +1ics,_base(voic) .text:08401717 jmp short loc_401759
¥il - cs_basevoid) L £@XEBBABITLIT | - oo m o e
7l < :nics, base() .text:00401719 . .
¥l - v .text:@0401719 loc_401719: ; CODE XREF: _main+2@71j
< > 00000AF3 00000000004016F3: _main+211 (Synchronized with Hex View-1)

<
=) Output window
Propagating type information...
Function argument information has been propagated
|The initial autoanalysis has been finished.
IDC
AU: idle Down Disk: 94GB

Figure 8: Cracking a file with IDA Pro

The easiest way to proceed is then to use IDA Pro’s strings view to find the string is actually
displayed (Error: Not a correct Serial) and the one that is desired (Correct: Good Work).
The references to these strings from the code can then easily be followed by clicking on

the cross-references for each string.
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D DA - Crackme v2 by LuCifeR.exe C:\Users\sweth\Documents\Thesis\Crackme v2 by LuCiFeR.exe - o X
File Edit Jump Search View Options Windows Help
tH ®ve v HM& S )} o TO SAddFrLEX OO T e AP
O S [ 1 N (AW ENIEEAmi | | | |
Library function [l Reqular function Ml Instruction ' Data [ Unexplored | External symbol
i} IDA View-A a 3 Strings window @ Hex View-1 L) Structures ) Enums & Imports £ Exports.
imul eax, @FFFFFC98h
mov edx, 8
push edx
push eax
fild quord ptr [esp]
lea esp, [esp+8]
fstp  [ebp+var_a1e]
fld [ebp+var_410]
fstp quord ptr [esp+8]
imov dword ptr [esp+4], offset aIX@19871 ; "%i-x@19871"
lea eax, [ebp+var_363]
mov [esp], eax ; char *
call _sprintf
lea eax, [ebp+var_308]
mov [esp+4], eax ; char *
lea eax, [ebp+var_208]
mov [esp], eax ; char *
call _stremp
mov [ebp+var_414], eax
cmp [ebp+var_414], @
3z short loc_401719
. E==
kct Serial\n”
loc_401719:
bperator<<<std::char_traits<char>>(std::basic_ostream<char,std::char_traits<char>> &,char const*)||mov dword ptr [esp+4], offset aCorrectGoodWor ; "Correct :: Geod
mov dword ptr [esp], offset _ ZStdcout ; std::ostream *
call __Z5tlsIStllchar_traitsIcEERSt13basic_ostreamIcT_ES5_PKe ; s
mov dword ptr [esp+d4], offset aNowWriteAKeyge ; "Now write a Key|
mov dword ptr [esp], offset _ ZStdcout ; std::ostream *
call  _ 7StlsIStllchar_traitsIcEERSt13basic_ostreamIcT_ESS_PKc ; s
mov dword ptr [esp], offset aPause ; "pause’
call _system
mov dword ptr [esp], offset aCls ; "cls"
call _system
100.00% (944,2932) (1318,958) 0D0O0ABC 00000000004016BC: _main+1DA (Synchronized with Hex View-1)
o & x

[ Qutput window
Propagating type information...
Function argument information has been propagated
The initial autoanalysis has been finished.
1DC
AU: idle Down Disk: 4GB

Figure 9: Control flow of IDA Pro

It is clear that the two strings both follow a “jump if zero” (JZ) statement. If the jump is
taken, the green arrow to the right is followed and the string referenced is “Correct: Good
Work.” If the jump is not taken, the red arrow to the left is followed and the string
referenced is “Error: Not a correct Serial.” The goal is to make sure that the jump is always
taken. This can be accomplished by changing the JZ command to JMP (always jump). In
IDA Pro, this is done by selecting Edit->Patch Program—->Assemble and making the

change.
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Q IDA - Crackme v2 by LuCiFeR.exe C:\Users\sweth\Documents\Thesis\Crackme v2 by LuCiFeR.exe - o
Eile Edit Jump Search View Options Windows Help

tH ever HHAH S ) w0 TO AL FuX OO - & Wy
T T O Y S /T 0 "I Ny (] | 1
Library function [l Requler function Il Instruction | Data Unexplored External symbol
1DA View-A a % Strings window T Hex View-1 A Structures al Enums & Imports ® Exports
Imul eax, OFFFFFC98h
mov edx, @
push  edx
push  eax
fild qword ptr [esp]
lea esp, [esp+d]
fstp [ebp+var_418]
fld [ebp+var_418]
fstp  quord ptr [esp+8]
mov dword ptr [esp+d], offset aIX@19871 ; "%i-x@19871
lea eax, [ebp+var_308]
mov [esp], eax ; char *
call  _sprintf
lea eax, [ebp+var_388]
mow [esp+d], eax ; char *
lea eax, [ebp+var_208]
mov [esp], eax ; char *
call _strcmp
mov [ebp+var_414], eax
cmp [ebp+var_414], 8
jmp short loc_481719
n |
loc_401719:
bnst*)] mov dword ptr [esp+4], offset aCorrectGoodWor ; “Correct :: Good Work\n"
mov dword ptr [esp], offset _ ZStdcout ; std::ostream *
call __Z5tlsIStlichar_traitsIcEERSt13basic_ostreamIcT_ES5_PKc ; std::operator<<<std::char_traits<char>>(std::basic_ostream<char,std::char_traits<char>> &,ch
mov dword ptr [esp+4], offset aNowlWriteAKeyge ; "Now write a KeyGe '
dword ptr [esp], offset __ZStdcout ; std::ostream *
__Z5tl1sIStllchar_traitsIcEERSt13basic_ostreamIcT_ESS_PKc ; std::operator<<<std::char_traits<char>>(std::basic_ostream<char,std::char_traits<char>> &, ch
dword ptr [esp], offset aPause ; "pause’
_system
dword ptr [esp], offset aCls ; “cls
call  _system

100.00% (2123,2943) (1337,957) 00000AES 00000000004016E9: main+207 (Synchronized with Hex View-1)

= Output window
Propagating type information...
Function argument information has been propagated
The initial autoanalysis has been finished.
IDC
AU: idle Down Disk: 94GB

Figure 10: Making changes to the flow of IDA Pro

The executable will now always display “Correct: Good Work” for any credentials that the
user enters. As shown in this example, we can analyze malware behavior through statically
analyzing the disassembled code and strings. We can modify also the assembly code to
change the file’s behavior. However, things are not always this easy. A malware writer
might implement mechanisms to hide or protect the malware and make its key functionality
hard to find. These are called obfuscations. One very common obfuscation is called
packing. In a packed program, the code is encrypted or compressed so that looking at it in

IDA Pro does not reveal any useful information. When packed executables run, a small
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section called a stub decrypts or decompresses the rest of the program and runs it. Because
static analysis does not involve running the code directly, the code must be unpacked before
it can be analyzed in this way. Fortunately, there are unpackers available for many common
packing techniques. Tools such as PEid can help an analyst to identify which packer has
been used so that it can be unpacked. In the screenshot shown below, the file is identified

as FSG packed.

|l PeiD v0.95 o | B |

File: | C:\Users\Swetha\Documents\PracticalMalwareAnalysis-Labs-master | ...

Entrypoint: | 00005000 EF Section: ﬂ

File Offset: |00000EQOD First Bytes: |BB,D0,01,40 ﬂ

Linker Info: 0.0 Subsystem: | Win32 console ﬂ
I FSG 1.0 -> dulek/xt I

Multi Scan | Task Viewer | Options ‘ About | Exit |
[# Stay on top ﬂ ﬂ

Figure 11: PEid indicating the file as FSG packed

Static code analysis is a safe way to explore a piece of malware since it does not put the
system or network at risk, but it is very difficult because in an average program there are
many assembly instructions and many of these might be unrelated to the malicious part of
the code. Additionally, the code may be packed or obfuscated. If static analysis leads to a

dead end, dynamic code analysis may be appropriate.
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2.3. Dynamic Code Analysis

In dynamic code analysis, we further analyze the malware by using a debugger such as
OllyDbg or WinDbg. Debugging involves executing code line by line and observing its
effects. This helps to observe the malware behavior and its impact on the host system by
running the malware.

One of the most common tools used for debugging is OllyDbg. This section describes the
use of OllyDbg to perform the reverse engineering task as described in the previous section.

Once we load a program executable to OllyDbg, we will be able to view four windows:

& OllyDbg - Lab09-01.exe - [CPU - main thread, module Lab09-01] = e X
@ File View Debug Trace Prugins Options Windows Help - &= =
E’\«h‘\ T L[ E|M|w[T|c|R][-] B|MH] =
TIOW EH, L - |Feaisters (PP ~
o Bt ERii rOBCOGED Rerne 52, Dazelhreaoln (tThunk il
CHP A, D EL .
I SHUHT apapazss ED 094@smne Labos—01. CHiodu LeEnTruFaint >
. . ESF @E1SFFEC ASCII "wenu™
L B e anan0n
g Disassembler window ] 4
nmn Er Bogaaaaz
C ER Lab@3-21. <Madu LeEntryPaint >
e ST ansasnse —|c & Eg wese sebit oiFFFFEEFR)
e OF Epe.ERR F 1 CS 8823 32bit @i ]
A @ 55 @EEE 3zbit B( ]
£ el H S @EZE 32bit @i )
g d 58 FS BEES 2bit CEFODBEELFFF)
2 - b 55 0o3 S3biv GIFFFFFFFR) |
EEC o FBL-ESF 0 @ LastErr BOAEO0AS ERROR_ACCESS_DENIED =
S 95514008 | PUSH OFFSET GE40E1SS EFL 50008248 (HO,NE,E,EE, NS, PE, 58, LE)
9 ACE44m00 | PUSH BE4GE4AC T8 enmty
4:A1 gBe| 100 BB, DUORD FTR F5: 001 1T Chets ot
d: 5925 @o@El OU DWORD FTR FS:0@l,ESF Installs SE handler 4@84AC ; ::gﬁ; - Registers window
o3 E: 208 ESP, T4 Sromn 61
ae| | - SH EES e Shen B
] ] Phgd B2l TG emoty 8.
zE3|| - 3265 Es MDD CWORD FTE 551 CEEP-181,ESF 7 =mpty 8. zz10 EsPuUODZDOI
2eC|| - FF1E ESB409( CALL DWORD FTR D%: [4%KERMELZZ.GetUers iof CKERMELIZ. Getlers lon FoT BEEE Cond b B B G Ere GG BB OG0 6 (&0
el = {00 EDren FiN Base Focs meAmocs mas C19iTYY
ac|| 8515 PCER4BENHOU GWORD FTR DS: [48EEPCI, EOX Lass cmd Gooe: aaabo0n
soc|| . sBcE HOU ECX, EAX - " L4
Locanco ol S1E] Au0 1
Stack [GEIGFFo91=8 =
EBP=RB1GFFo4 - H
i
Lab@9-@1, <Modu LeEntryPaint > . = il
TEEEZETT| whnu| RETURN & 152, BazeThoeadln L i Thunk+12
Address |ASCIT dump - - JEETEE (TeEse 7 e o kerne ase 2 i
L I T e, FP34|| Galsrrnd) = 1
“Hiorosoft WPS “kerne |32, Fl
Chag| SRR TURRE LI Grosafy CESRIRATE AL IR REEE - PRI aH ey £l FETURN o ntdlL.773FS072
Cac SLEEF  end.gwe o> ML o del wps Neem:scwu.practlosinaly | g “
C108| areanalysis.com 28 6B Manager Service . #EYSTEMROOTH FFRg e
45| mnsnanion kids hits Ditiz pepris oo <o re —in )
158 6 (AT e 3@ B > FERs) | aaan, e
cl o e 8 FFEG
£33 PRl Stack window
2L Memory dump window FREL el e
i FFCd End of SEH chain
fi FrCa|| 77420410 #4Cw| SE handler
e FECC || aaghiones rs:
£48 ¢ o o e Brrrrrhrr i; [5 FEDs | L 775P 5045 | S¢vu| RETURN from nedlL. 77arsnds o ntdlL.7PaFands
C4ZE( b b B B B 55 5 E S EEEEE PR F R R BB U F Ext
C4CH B BEE B ABEADOEBEOEB PP PEcEecccB888 FrOC| opie 48R, | Lab3-gl. <Modu LeEntryPoint >
CEOG| 8 B EE B 6EEB8aBEG8B F LK FEES
=
. =
CEa . 8 Fl - :
ot B oem  ie teust - i Ggant  @epn > FFF4 8F_|Lab83-01.<Madu leEntryPoint? -
Module 'C:Vwindowshspstem 324 M 32.DLL" - loading .udd data |Paused

Figure 12: Basic layout of OllyDbg
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The disassembly window (upper left) displays the disassembled code of the program and
the next instruction to be executed is highlighted. The registers window (upper right)
displays the current state of the registers. For the thread being debugged, the stack window
(lower right) displays the current state of the stack for that thread. Finally, the memory
dump window (lower left) displays the memory dump of the debugged process.

OllyDbg also allows the analyst to set breakpoints in the code. Breakpoints allow us to
pause the execution of the program at a point and then debug the program or other
parameters of the breakpoint such as strings, memory chunks etc. For this RE task, we can
use the string search functionality to again find the key strings we are interested in: Error:
Not a correct Serial and Correct: Good Work. This is done by right clicking and selecting
Search for = All referenced text strings. The list of strings is displayed in a separate

window:
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* OllyDbg - Crackme v2 by LuCiFeR.exe - [Text strings referenced in Crackme_:.text]
Ll File View Debug Plugins Options Window Help

H
ress sazsembly ext string
Add. Di bl T i
e R 5:3? nea. (Initial CPU selection)
cls
401393 ASC "#883#3#3#8“8#888"
401303 ASCII "saasuasnnsd”,
z ggg 2 E i Ha First c++ c”
rackme
4@13C0| ASC 1t Should be ue:ry"'
4@130D| ASCII ™ easy 4 Utsg”, 0
: ggg 2 E ::8dl§ not —> noob"
= Y mMe
1 2?; g E :'aF R (C) by LuC"
" iFel
481438 ASC ”83%3#&8&&38&83&3"
401448 ASC "‘wuwuanunusm
40144F | ASC "Your Mame: "
4@14EB| ASCIT "Vour Serial: ™,
4@1469| ASCII "Zi-=2819871",0
401498| ASCII "Error :: Mot a c"
1 22? g E :’arrect Serial@".9
"pause”
1 :gg 2 E ::ﬁori'é!:t :: Good ™
o
1 zgg a E :'Nou: write a KeyG"”
"en t I
4@15989| MOV DWORD PTR SS:[ESP],Crackme_.0@48138| ASCII "cls”
4B153C| MOU DWORD PTR $S:[ESP+41, Crackme_.B8401] ASC ol
4@15A4| MOU DWORD PTR SP1, Crackme_.B04375B1 ASCII "IbC™
4@15B8| MOV DWORD PTR P+41, Crackme_. 004 ASC First C++ Crackme a2
4@15E3| MOU DWORD PTR ESP1, Crackme_.B84375B( ASC
4@15C4| MOV DWORD PTR ESP+4], Crackme_. 08401 ASCII "# Should be very easy 4 Utu@”
4@15CC| MOV DWORD PTR ESP1, Crackme_.B84375B| ASC
4@15023| MOU DWORD PTR P+4]1, Crackme_. 0846811 ASC if not —-» noobed by me #@"
4@15EB| MOU DWORD PTR ESP1, Crackme_.B84375B| ASC =
4@15EC| MOU DWORD PTR SP+41, Crackme_. 8084811 ASC n (C) by LuCiFeR E: ol
4@15F4| MOU DWORD PTR SP1, Crackme_.B04375B1 ASCII "IbC™
4@1668| MOU DWORD PTR SP+41, Crackme_. 804811 ASC 0o o
4@1663| MOU DWORD PTR SP1, Crackme_. 80437581 ASCII "LbC"™
481614 MOV DWORD PTR SP+4],Crackme_.88481{ ASCII "Your Name: "
4@161C| MOU DWORD PTR SP1, Crackme_.BB4375BI ASCII "LbC™
48163E| MOV DWORD PTR SP+41, Crackme_. 004 ASCII "Your Serial: ™
4@1646| MOU DWORD PTR ESP1, Crackme_.B84375B( ASC =
4@16AE| MOU DWORD PTR SP+41, Crackme_. 8084811 ASC i-#@19871"
4@16EB| MOU DWORD PTR SP+4], Crackme_. 804811 ASC Error :: Mot a correct Serial@”
4@16F3| MOU DWORD PTR SP1, Crackme_.B@4375B( ASC LbC™
4@16FF| MOY OWORD PTR SP1, Crackme_.004814A| ASC pause”
40178B| MOU DWORD PTR SP1, Crackme_.00408138| ASCII "cls"
4@1719| MOU DWORD PTR SP+41, Crackme_. B84 RASC "I:orrect :: Good Work@™
4@1721| MOU DWORD PTR SP1, Crackme_.0@4375B{ ASCIT ' LbC™
431720| MOU DWORD PTR ESP+41, Crackme_. D@4 ASC "Now write a KeuGen*EER"™
4@1735| MOV DWORD PTR SP1,Crackme_.B04375B1 ASCII "LbC"”
401741| MOU DWORD PTR SP1,Crackme_.BB4014A1 ASCII "pause™
4@1740D| MOV DWORD PTR SP1, Crackme_.00840138| ASCII "cls"
ST
rackme_.
4@1B4E| MOU EAX,Crack 4375B6 ASCII "LbC™
4@1BF4| MOU EAX, Crackme_. 88437650 ASCIT "IbC™
4@1C3F| MOU ERX,Crackme_.004376F0 ASCII "lbC"
4B1C93| MOU EBX, Crackme_ . 00437580 ASCII "LlbC™
4 i ASCII "LbC™
41 ASCII "LbC™
: Gers ASCII "lbC"™
"w_words fallure
401FeB| ASCII " ds failure”,0
4B2008| MOU OWORD PTR SS:LESP],Crackme_.@@481FS( ASCII "ios_base::_M_grow_words failure”
4020E7| MOV DWORD PTR SS:[ESP],Crackme_.0@401FS{ ASCII "ios_base::_M_grow_words failure™
4@2638| ASCII "basic, strlng.._ﬂ
@ ASCII "_check”,
26 ; EEEH "baglc strlngure"
rsize”,
265C| ASCII "basic_string:ire”
C|ASCII ™serve”,8
72| ASCII "basic_string::at”™
c. :tring::as"'
asic_string::in
ASCII "basi i in"

Figure 13: Strings section of the crack me file

Double-clicking on a string will take us to the place in the disassembly window that refers
to it. We then set a breakpoint shortly before the place in the code where both the correct

and error strings are referenced and instruct OllyDbg to execute the program up to that
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point. We then single step through the code line by line and observe its behavior. When we
get to the JZ statement just before the string references, OllyDbg displays a message about
which direction the execution will go (in this case, to the error string). To avoid this, we

need to force the jump to always be taken. Right-clicking on the JZ command in the

disassembly window allows us to type in an alternative command, in this case JMP.

* OllyDbg - Crackme v2 by LuCiFeR.exe - [CPU - main thread, module Crackme_]

[€] File View Debug P

lugins Options Window Help

D090 FBFEFFFF | F:
DDSS FGFBFFFF

C74424 M &91
8085 F8FCFFFF
890424

ES FCFSo@00
8085 FSFCFFFF

894424 04
8085 FSFOFFFF
890424

ES D4FSOGRA
8985 ECFBFFFF
. B83BD _ECFBFFFF
'VEB 2E

. C74424 84 981
. C78424 BE7S43:
. E8 E1880300
Cra424 FIF134B

. E8 DSF5aRA
. C7B424 3F1340)
. E8 CoF50000

vEB 48

3 C74424 84 BS1
. C70424 BO7S43N
ES E309208300
C74424 @4 CB1

. C70424 BO7543
E8 9FB20830a
C7B424 AF 1440
ES8 93FS0000
C78424 8F1340

. E8 87FSe000

> BS_0agoaoaa

. 8B7D FC

. 83EC 88

. SI?D OC FFFFoI
v75 12

. BS?D @3 81

. 0?0424 0070431
. ES 1B676060

Crackme_. 88431FEl

A6481720
BB431FEG=

EIJJ > JJ JJ_I » LlE[M/T{win|c|/|K[B[R].5]

P QWORD PTR SS:[EBP-41@]
FLD QUORD PTR SS [EBP 410]
FSTP QWORD P
MOY DWORD P'I'R SS [ESP+4] C!‘ackne_.BB4Bl
LEA EAX,DWORD PTR S55: [EEP-368]
NOU DWORD PTR $S: [ESP],ERX

ALL <JMP.&msvcrt. spnncf)
LEA ERX,DWORD PTR SS:[EBP-3631
10U DWORD PTR $9: [ESP+ 41, EAX
LER ERX.DHORD PTR SS [EBP-ZGS]

0 PTR 5S:[ X
ERLL <JI1P &msvert. strcm
HOY DWORD PTR SS: [ESP-414] ERX
CHP DWORD PTR SS: [EBP-4
JHP SHORT Crackm .VM4M1z14
MOY DWORD PTR SS:(ESP+4],Crackme_. 00481
HOU DWORD PTR SS: IIESP] Crackme .0B4375B
ALL Crackme_.B0431F]
MOY DWORD PTR SS: [ESP] Crackme_. 884814A|
CALL <JMP.&msvcrt.sy stend
MOU DWORD PTR SS:[ESP],Crackme_. 8640138l
CALL <JMP. &msvert. systen)
JHP SHORT Crackme , 48481759
MOU DWORD PTR S ESP+4] Crackme_. 88481
MOU DWORD PTR SS [ESP], Crackme .0B4375B
CALL Crackme_.B8431FED
MOU DWORD PTR SS:CESP+41,Crackme_. 08481
HDU DWORD PTR SS: [ESP] Crackme_, BB4375B!
L Crackme_.00843

NOU DWORD PTR 55: IIF.SP] Crackme_. 8840144
CALL <JMP.&msvert. systen)
MOY DWORD PTR SS:([ESPI1,Crackme_.B808408138|
CALL égnP.&nsucrt.system

Moy EDI:DUORD PTR SS: [EBP-4]
EAVE

Ll

RETN

NOP

PUSH EBP
Moy EBP,ESP

Sl
CHP DWDRD PTR §S: [EBP+C], BFFFF
JNZ SHORT Crackme_ 00461 785
CHP DWORD PTR SS:[(EBP+2],1
2 SHORT Crackme .0401785
MOU DWORD PTR [ESP] Crackme_. 08437001
CALL Crackme, BB4BIEFI

2

=[]

RSCIT "Hi-u@19871"

sprintf

stromp

ASCII "Error i:: Mot a correct Serial@”
ASCIT "bC"

RASCII "pause™
systen
RSCIT "cls”
systen
RSCII "Correct ::
ASCIT "IbC"

ASCII "Now write a KeyGentEER"
ASCII "bC"

RSCII "pause™
system
ASCII "cls”
systen

Good Work®™

]

Then we can allow the program to continue executing, and the correct message is

displayed.

Figure 14: Inserting a breakpoint in OllyDbg
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! . C:\Users\sweth\Documents\Thesis\Crackme v2 by LuCiFeR exe - 0 X

T T

# My First C++ Crackme  #
# Should be very easy 4 Ul#
# if not -> noobed by me #
b (C) by LuciFer  #
HHEARE A

Figure 15: Final screenshot after cracking the executable

As this section shows, OllyDbg helps malware analysts to locate routines from libraries,
recognize strings, API calls, and procedures and trace registers all of which provides

important ways for the analyst to determine what an executable is doing.
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3. Binary Analysis Skills Taught in Universities

The goal of Chapter 3 is to determine which of the malware analytical skills introduced in
the previous chapter are taught in universities. The chapter begins with a discussion about
the methodology for selecting the schools to be analyzed and the process for finding course
descriptions and syllabi relevant to binary analysis from each school. The chapter then
discusses the analysis performed on these materials in order to get an overview of

universities’ approach to this topic.

3.1. Sample Selection

The first step was to establish a shortlist of universities to analyze. The goal of this effort
was to establish a good variety of universities. To do this, three different samples were
used. The first was a list of National Centers of Academic Excellence in Cyber Operations
that consists of 19 universities in the USA. The second sample consisted of the top
universities in Computer Science as ranked by the US News & World Report. The third
sample consisted of the top universities in cybersecurity across the world, as identified by

the Data Insider.

3.1.1. NSA Accredited Centers of Academic Excellence in Cyber

Operations

The National Security Agency (NSA) and the Department of Homeland Security (DHS)
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work together to recognize and grant designations to online or campus-based colleges and
research institutes. They created a program called the National Centers of Academic

Excellence in Cyber Defense (CAE-CD) program, which offers three designations:

e Center of Academic Excellence in Cyber Defense Education (CAE-CDE)
o Center of Academic Excellence in Cyber Defense Two-Year Education (CAE-2Y)

o Center of Academic Excellence in Research (CAE-R)

The first set of universities shortlisted for our study consists of the universities recognized
as Center of Academic Excellence in Cyber Defense Education (CAE-CDE). This
designation is given to universities that offer undergraduate and graduate cyber defense
related programs. To receive the CAE designation, colleges must make sure that their
degree programs are closely related to specific cybersecurity-related knowledge units and
are validated by experts in the field. The institutions must also ensure that the programs
they offer include core knowledge units (KUs) on certain topics of study specific to the
CAE designations, as presented in [2]:

Center of Academic Excellence in Cyber Defense Two-Year Education (CAE-2Y)

programs:

e Basic Data Analysis
e Basic Scripting or Introductory Programming

e Cyber Defense
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e Cyber Threats

o Fundamental Security Design Principles
e |A Fundamentals

e Intro to Cryptography

e IT Systems Components

e Networking Concepts

« Policy, Legal, Ethics, and Compliance

e System Administration

Center of Academic Excellence in Cyber Defense (CAE-CDE) programs:

Includes the KUs of CAE-2Y programs, in addition to the following:

o Databases

o Network Defense

e Networking Technology and Protocols
e Operating Systems Concepts

o Probability and Statistics

« Programming

None of these knowledge units are obviously directly related to binary analysis. However,
the CAE-CDE program is the strongest set of cyber security university curriculum

guidelines in the US currently, and it is likely that some universities with this designation
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are offering courses on binary analysis in addition to the content required by the NSA.
Below is a list of the universities and the programs they offer which are currently regarded

by the NSA as Centers of Academic Excellence in Cyber Operations, as listed in [3]:

e Air Force Institute of Technology (Ohio)
M.S. in Cyber Operations
e Auburn University (Alabama)
B.S or M.S. in Software Engineering / B.S. or M.S. in Computer Science / B.S. of
Wireless Engineering (Software Option), with Cyber Operations Certificate
e Carnegie Mellon University (Pennsylvania)
M.S. in Information Security, Specialization in Cyber Operations
o Dakota State University (South Dakota)
B.S. in Cyber Operations
o Mississippi State University (Mississippi)
M.S. in Computer Science with Cyber Operations Certificate
o Naval Postgraduate School (California)
M.S. in Computer Science, Cyber Systems and Operations Specialization
o Northeastern University (Massachusetts)
B.S. in Computer Science, Concentration in Cyber Operations / B.S. in Cyber

Security, Concentration in Cyber Operations
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http://www.cse.msstate.edu/certificate-program-grads/
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http://www.ccis.northeastern.edu/program/computer-science-bs-and-ba/
http://www.ccis.northeastern.edu/program/computer-science-bs-and-ba/
http://www.ccis.northeastern.edu/program/computer-science-bs-and-ba/

New York University Tandon School of Engineering (New York)

M.S. in Cybersecurity, Cyber Operations Specialization

Texas A&M University (Texas)

B.S. in Computer Science, Minor in Cybersecurity, Letter of designation in Cyber
Operations / B.S. in Computer Engineering, Minor in Cybersecurity, Letter of
designation in Cyber Operations

Towson University (Maryland)

B.S. in Computer Science with a Track in Computer Security

United States Air Force Academy (Colorado)

B.S. in Computer and Network Security

United States Military Academy at West Point (New York)

B.S. in Computer Science, Cyber Operations Track

University of Cincinnati (Ohio)

M.S. of Computer Science / M.S. of Computer Engineering, Graduate Certificate
of Proficiency in Cyber Operations

University of Nebraska Omaha (Nebraska)

B.S. in Cybersecurity, Special Track in Cyber Operations

University of New Orleans (Louisiana)

B.S., M.S. or Ph.D. in Computer Science with a Specialization in Cyber

Operations
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https://www.unomaha.edu/college-of-information-science-and-technology/academics/cybersecurity.php

e University of Texas at Dallas (Texas)
M.S. or Ph.D. in Computer Science with a Certification in Cyber Operations
o University of Texas at El Paso (Texas)
B.S. in Computer Science Secure Cyber-Systems (SCS) Track
e University of Tulsa (Oklahoma)
B.S./M.S./Ph.D. in Computer Science, Specialization in Cyber Operations
(a.k.a. Tulsa Cyber Corps Program)
« Virginia Polytechnic Institute and State University (Virginia)
B.S. in Computer Engineering, Minor in Cybersecurity, Certificate in Cyber

Operations

3.1.2. Top CS Universities According to US News & World Report

The second sample was drawn from the top universities in computer science according to
the US News & World Report rankings. The methodology used by US News & World
Report for ranking colleges consists of researching factors that in their view affect the
quality of an education. It also includes statistical data concerning both qualitative and
guantitative measures that were proposed by educational experts as reliable indicators of
academic quality.

When selecting universities for this study from the list of Best Graduate Computer Science
Programs by US News & World Report [4], preference was given to universities that had
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their course catalog and course syllabi published online. The chosen universities are:
e Carnegie Mellon University — Pittsburgh, PA
e Cornell University — Ithaca, NY
e University of Washington — Seattle, WA
e Georgia Institute of Technology — Atlanta, GA
e University of Texas at Austin — Austin, TX
e University of Wisconsin at Madison — Madison, WI
e University of California at Los Angeles — Los Angeles, CA
e Columbia University — New York, NY
e University of Pennsylvania — Philadelphia, PA
e Purdue University at West Lafayette — West Lafayette, IN
e Rice University — Houston, TX

e Wright State University — Dayton, OH

3.1.3. Cybersecurity Colleges around the World

In order to provide a comparison of binary analysis instruction in American universities
versus those in other nations, the third sample consisted of top cyber security colleges
outside the USA as determined by [5]. Again, preference was given to universities that
published more detail about their courses online. The chosen set is:

e Abertay University Dundee, Scotland
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e De Montfort University, U.K
e Eindhoven University of Technology, Eindhoven, the Netherlands
e ETH Zurich, Zurich, Switzerland

e Tallinn University of Technology, Tallinn, Estonia

3.2. Data Collection

After selecting the universities to analyze, the next step was to collect information about
the courses at these universities related to binary or malware analysis. In particular, the
course topics of interest for this study are:

1. Introduction to malware

2. Static binary analysis

3. Dynamic binary analysis

So, for each of the universities, the first step was to determine if there is any cybersecurity
degree program offered by the institution. If the university did not have any cybersecurity
degree program, the computer science degree programs were identified. Once the degree
programs were found, the required and elective courses for those degrees were located and
a search of the course catalog or the university website was performed to collect the
relevant course descriptions. Finally, when possible a full search of the university’s course
catalog for the term “malware” was conducted in order to avoid missing any courses related

to malware analysis.
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Once the relevant courses were identified and the associated course descriptions were
collected, an effort was made to locate the course syllabuses. This was done by first
checking the college website for the course syllabus. If it was unavailable, a Google search
for the syllabus using the course number was conducted. In cases where this was still
unsuccessful, an email was sent to the Cybersecurity or CS Program Director or to a
professor who had taught the course recently to request the syllabus. In fact, this email was
sent to all of the universities in the sample even when a syllabus was found through other
mechanisms, in order to ensure that it was correct and current, and that no information was
missed.

In most cases the course catalog search yielded only part of the desired information, i.e.
though related courses were identified, often only the course overviews and not the course
syllabuses were available. For a few universities, even the course descriptor was
unavailable. Hence, the next step was to send an email to the university program director
or the faculty. This procedure provided the course syllabuses for most of the colleges that
responded to the email. However, in a few of the responses, the respondent provided the
procedure to navigate me through the college website to search the required course. This
procedure was followed both for those universities and for others, who had not responded
to the email, in the hopes that their websites were similarly structured.

The table below summarizes statistics related to the data collection process, grouped by
university type. By looking at the table, it is evident that, as expected, the majority of NSA

accredited colleges have a binary or malware analysis course available in their curriculum.
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However, it is concerning that only two of the colleges from the list of top universities in

the USA and only one college among the international universities have this type of course.

University type Mail Course | Course | Course
received | available | overview | syllabus
available | available
1. NSA Accredited colleges 2/19 11/19 9/19 3/19
2. Best universities in Computer science | 6/12 2/12 2/12 2/12
3. International universities 3/5 1/5 1/5 0/5

Table 2: Response rate of universities

Of particular note during this data collection process, | was fortunate to receive an email

from the author of the reference book that I used for my thesis: “Practical Malware

Analysis.” Dr. Sikorski is a cybersecurity professor at Columbia University. His book is

used by over 20 universities worldwide and there is also a university course

(https://github.com/RPISEC/Malware) developed and run using the book to teach malware

analytical skills.

3.3. Data Analysis

Once the course overviews and syllabuses were collected, they were analyzed in order to

identify major recurring themes.
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3.3.1. Analysis of Course Overviews Using LDAviz

A tool called Latent Dirichlet Allocation Visualization (LDAviz) was used to group the
course overviews into clusters that had similar topics. LDA is an interactive statistical
model that is used to interpret topics using a collection of texts. The idea of LDA is that
each document is considered to be a mixture of topics, where each topic is distinguished
by words or terms. For the documents in the collection to be analyzed, each occurrence of
the word is counted. This term frequency count is compared to the inverse document
frequency count, which is used to find the number of times a word occurs in the entire
collection of texts [6]. Hence, a directory with all the course descriptions in it was created
and the LDAwiz tool was launched through an R Language script to analyze the documents
in this directory. Below are the screenshots of the data analysis using LDAviz. The
frequency of each word within a particular group is shown by the red bars, while the blue
bars show the frequency within all of the documents. For example, the word “analysis”
appears 10 times in group 1 documents out of 25 times in all the documents. Hence,

hovering over different groups lists the top words in terms of importance to those groups.
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Figure 16: Group 1 of LDAVviz data for course descriptions
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Figure 17: Group 2 of LDAviz data for course descriptions

38



Intertopic Distance Map (via multidimensional scaling) Top-30 Most Relevant Terms for Topic 3 (11.5% of tokens)
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Figure 18: Group 3 of LDAVviz data for course descriptions

From the above screenshots, we can infer that Group 1 is focused on analysis as a part of
general courses on software engineering and systems security. Group 2 consists of subjects
that involve binary analysis, security from malicious code, and information engineering,
and Group 3 contains courses that include reverse engineering tools. These screenshots will
be compared to those in Chapter 4, which analyze the skills employers are interested in
based on job postings. If there were little or no similarity between the datasets, it would
imply that universities are not training students in the skills necessary to succeed in today’s

malware analysis industry.
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3.3.2. Analysis of Course Overviews Using a Word Cloud

The second tool used for analyzing the course overviews was a word cloud generator. This
is an online tool that generates a pattern of clouds for a given text based on the algorithm
(d3-cloud) for placing words without overlap. This is the link for the tool:

https://www.jasondavies.com/wordcloud/. The course descriptions were copied and pasted

into this website as text input, which resulted in the word cloud shown below:
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Figure 19: Word cloud for course overviews

The word cloud generator of course overviews implies that the major parts of the courses
are focused on malware analysis. This is unsurprising since these were the keywords used
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https://www.jasondavies.com/wordcloud/

to identify relevant courses. The next topic being emphasized highly includes software
security, followed by reverse engineering tools. This analysis confirms the general

conclusions gathered from LDAViz.

3.3.3. Manual Inventory of Course Syllabuses

For the set of universities for which a course syllabus was available, the goal was to identify
and categorize the specific topics being covered in the university courses. The table below
shows the list of malware analysis topics being covered in the course syllabi along with the

universities that teach those topics.

Malware analysis topics | Universities teaching the courses

Introduction Air Force Institute of Technology, University of Cincinnati,
Columbia University, Wright State University

Assembly Air Force Institute of Technology, University of Cincinnati,

Columbia University

Binary-level ~C  data | Air Force Institute of Technology, University of Cincinnati,

structure and Construct | Columbia University, Wright State University

analysis

Static analysis Carnegie Mellon University, University of Cincinnati,
Columbia University, Wright State University

Memory management Air Force Institute of Technology, University of Cincinnati

Dynamic Analysis University of Cincinnati, Columbia University, Wright
State University

Avoiding detection University of Cincinnati, Columbia University, Wright

State University
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Behavioral Analysis University of Cincinnati, Columbia University, Wright

State University

Operating Systems Air Force Institute of Technology, University of Cincinnati
File Formats Air Force Institute of Technology, University of Cincinnati
Incident Response Air Force Institute of Technology, Columbia University,

Wright State University

Table 3: List of universities and course topics they teach

The above table illustrates that the universities that have provided the course syllabi are
teaching many of the binary analysis skills discussed in Chapter 2. It is interesting that
some additional topics such as incident response are also covered, which give a better
perspective of the importance of malware analysis and the context in which it is used.

The pie chart below shows the percentage of time courses spend on each of the malware
analysis topics listed above. From the pie chart, it can be inferred that though colleges teach
important topics related to binary analysis, a significant portion of the courses consist of
introductory topics such as the course introduction, assembly code, and binary-level C data
structure and construct analysis. This is a potential point of concern because it means that
less time is available to cover more critical topics such as static analysis, dynamic analysis

and avoiding detection.
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Percentages of courses in each category

= Introduction to Malware
= Assembly
= Binary-level C data structure and Construct analysis
= Static analysis
= Memory management
Dynamic Analysis
= Avoiding detection
= Behavioral Analysis
Operating Systems
= File Formats

Incident Response

Figure 20: Pie-chart model depicting the percentage of course topics
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4. Binary Analysis Skills Required in Industry

The goal of Chapter 4 is to determine the required skills necessary for malware analysts
working in industry. The chapter begins with the procedure involved for finding the desired
skills for job openings in the field of malware analysis. The chapter then discusses the
analysis performed on the collected data to get an overview of the necessary binary skills

in today’s corporate world.

4.1. Data Collection

The initial step in data collection was to explore the range of job titles in the field of cyber
security. As stated by the SANS Institute’s Cybersecurity Professional Trends survey, most
of the job positions in this field were titled things like Security/IT Director or Manager,
CISO/CSO, Systems Administrator, Cybersecurity Analyst, Cybersecurity Engineer or
Cybersecurity Architect, Auditor, Systems Engineer or Integrator, Network Architect or
Engineer, or Forensics Investigator. Also, based on their survey cybersecurity
professionals mostly work in fields such as Information Technology, Government,
Banking and Finance, and Consulting Services [7]. However, according to the Information
Systems Audit and Control Association (ISACA), the most in-demand job among the
cybersecurity roles is that of a Malware or Security Analyst [8]. Since the main focus of
the thesis is also malware analysis, a search was made for job postings titled Malware

Analyst, Cybersecurity Analyst and Malware Reverse Engineer in the relevant fields they
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predominantly work for. This information search was conducted in employment-related
social networking sites such as LinkedIn, Indeed and Glassdoor. The job listings on these
sites contain a list of the responsibilities and the required and desired skills for a job
opening. These skills indicate the qualifications that the companies desire the job applicants
to possess. Ten job postings relevant to malware analysis were randomly chosen from each

of the three employment-related search engines for further analysis.

4.2. Data Analysis

The most important measure in conducting a gap analysis between the malware analysis
skills taught in universities with what the employees are looking for is to compare and
contrast the data from the job postings with that of the data analyzed from Chapter 3. Before
doing this, it is vital to analyze the information collected from the job postings. To parallel
the data examined in Chapter 4 with that of Chapter 3, it is sensible to use a similar analysis
method as that of Chapter 3 so that the evaluation will generate similar kind of results,
which will make the procedure for finding any inconsistencies much easier. Therefore, in
this chapter each method used on the data from universities is employed here on the job

posting data. The results are presented and compared to those from the Chapter 3 analysis.

45



4.2.1. Analysis of Job Descriptions using LDAviz
The notes made for job postings from the employment related networks were again fed to
LDAVviz for data analysis. There were about 30 job postings (about 10 from each website),

which were given as input in the form of .txt files to LDAviz. Below are the screenshots of

LDAVviz for these job descriptions.
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Figure 21: LDAVviz data for cluster 1

46



Selected Topic: [0 || Previous Topic | | Next Topic || Clear Topic | Slide to adjust relevance metric-2! 1 1 " 1]
L T T I O A

A= 00 02 04 08 08 10
Intertopic Distance Map (via multidimensional scaling) Top-30 Most Relevant Terms for Topic 2 (31.1% of tokens)
0 Y “ % w 100 120 140 180

I O o ooy

- Estimated tam frequancy within the selected fopic

1. sallencytarm w) = fraguencylw) * [sum 1 p(t | w) * loalpdl | whiplt))] for topics 1, see Chuang ot & (2012)
2. relevance(vrmw | lopic 1) = ) * piw | 1) # {1- A} * plw | Uip(w) see Severt & Shirley (2014)

0%

Figure 22: LDAVviz data for cluster 2
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Figure 23: LDAVviz data for cluster 3

It can be interpreted that Group 1 focuses on more senior-level cybersecurity jobs that
involve both network and software protection. Hence, the preferred candidates have
previous work experience with analysis tools. Jobs in Group 2 require qualifications such
as risk analysis as well as incident response. Group 3 consists of jobs requiring more
traditional malware analysis skills such as ability to perform standard reverse engineering

tasks.
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4.2.2. Comparison with LDAviz Analysis of Course Descriptions

Since both LDAviz datasets have three clusters, it is easy to check the similarities or
differences between them. Recall from chapter 3 that for the universities, Group 1 was
focused on binary or malware analysis as a part of general courses on software engineering
and systems security, while Group 2 consisted of subjects which involve binary analysis,
malicious code, and information engineering and Group 3 contained courses that include
reverse engineering tools. The first group in both cases is similar because they both focus
on software and network security. Likewise, Group 2 in both chapters are similar because
they concentrate more on binary analysis techniques and methodologies for avoiding cyber
threats. Also, Group 3 in both of the datasets looks alike as they focus mainly on malware
analysis as part of a more general set of skills related to cyber security. Since the clusters
in both the datasets could be aligned in this way, we have a preliminary result that

universities are teaching the necessary skills required in the industry.

4.2.3. Analysis of Job Postings Using a Word Cloud

Job descriptions from the employment related search engines were then copied and pasted
as text input for generating a word cloud. This basically takes all the words and builds a

cloud representing the frequency of words in the text.
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Figure 24: Word cloud generator for job descriptions

The word cloud implies that the most wanted skills that the employers are looking for
include experience with malware analysis skills and reverse engineering tools. However,
it is interesting to notice other skills such as knowledge of programming languages like C,
C++ and Java, static analysis, assembly language skills for architectures such as x86, tools
like Security Information and Event Management (SIEM), Interactive Disassembler (IDA)
and certifications such as Global Information Assurance Certification (GIAC) and

Certified Ethical Hacker (CEH).
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4.2.4. Comparison with Word Cloud Analysis of Course Overviews

By looking at the word clouds of course overviews and job descriptions, it can be noticed
that both the course topics and the job posting concentrate mainly on malware analysis and
reverse engineering tools. The next topics being emphasized include system security,
knowledge of software development and static analysis. Therefore, it can be concluded that
malware analysis and reverse engineering tools are the topics of primary focus for both
universities and the employers. This is further support for the hypothesis that universities

are meeting the general needs of employers for malware analysts.

4.2.5. Manual Inventory of Job Descriptions

The initial step in collecting the information for Chapter 4 included manually extracting
the responsibilities, required and desired skills the employers look for while recruiting for
each job. From this a huge list was made which consists of about 345 skills. Only technical
skills were included — things such as “strong communication skills” or “ability to work in
a dynamic environment” were left off the list. This list was then manually grouped into
categories. When possible, these categories were given the same labels as those used the
course topics in Chapter 3 to maintain consistency. In some cases a category that was
present in a majority of the job postings had no similar category in Chapter 3. After
segregating the list, the number of skills for each topic were counted and compared to the

overall list of topics.
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Skills required by employers No. of skills in job postings
Experience with malware 81
Experience with reverse engineering tools 32
Assembly 18
Static analysis 22
Dynamic analysis 28
Avoiding detection 22
Behavioral analysis 5
Operating systems 21
Incident response 26
Computer Forensics 10
Disassembly 11
Threat Intelligence 12

Table 4: List of skills required by employers

The table shows that the primary skill that the job posters are looking for is experience with
malware, which includes developing, refining and performing malicious analysis at an
enterprise level. The next skill being emphasized is the ability to reverse engineer binaries
to determine the nature of vulnerabilities using tools like IDAPro, OllyDbg, Windbg and

REMnNux.
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To visualize the relative importance of the different skills to employers, a pie chart was
created based on the categorization provided in the table. This was then compared to the

pie chart in chapter 3.

Segregation of Job skills required by the Industry

4

10.98

= Experience with malware = Experience with reverse engineering tools
= Assembly = Static analysis
Dynamic Analysis = Avoiding detection
= Behavioral analysis Operating Systems
= Incident Response = Computer Forenciss
= Disassembly Threat Intelligence

Figure 25: Pie-chart model depicting the categorization of job skills
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It is unsurprising that as observed in the previous analysis tools, the most required skills
for securing a job as a malware analyst include experience with malware and reverse

engineering tools.

4.2.6. Comparison with the Pie Chart Model of Course Topics

In both universities and companies, priority is placed on general experience with malware
(reflected in universities in multiple topics, beginning with the course introduction).
However, behavioral analysis is a major topic being taught in university courses whereas
it is not a skill that the employers are mainly looking for. Conversely, companies are very
focused on reverse engineering tools. Universities do not often focus directly on the tools,
but they generally cover them in the process of teaching students about different aspects of
malware analysis, like dynamic, static, and behavioral analysis. It is likely that companies
do actually value these topics a lot, but that they are not specifically listed in job postings
but are implied by the naming of specific tools. In order to explore this possibility, a future
study on this topic should get IRB approval to survey hiring managers in this field
specifically about their importance in the hiring decision. Another difference is that
companies place a higher priority on skills related to threat analysis, incidence response
and computer forensics. Incident response is given very little time in the university courses
analyzed in chapter, and threat analysis is not addressed at all. This is a gap that universities

should potentially consider addressing.
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5. Conclusion

With the increasing amount of cybercrime, there is a high demand for cyber security jobs
and so is the need to fill them. Security analyst is one of the most in-demand jobs in the
field of cybersecurity. However, there are 40,000 such jobs that go unfilled every year in
the U.S.A [8]. Being exposed to a large number of cyber-attacks is a threat to the user’s
data, and exposes the dearth of specialized malware analysis skills. Students graduating
from the top computer science colleges are taught few or no courses in cybersecurity.
Therefore, this thesis conducts a gap analysis between the binary analysis skills that
employers are looking for with those that are being taught in universities.

Before conducting the analysis it is vital to know the various skills that malware analysts
require in today’s corporate world. The techniques and tools used for analyzing malware
can be divided into three categories: high-level profiling, static analysis and dynamic
analysis. High-level profiling is the process of examining the malware’s general
characteristics and its effects by running the binary executable or the malicious code. Tools
used in this technique include antivirus scanning, dependency analysis, process monitor
and Regshot. They also include tools for analyzing network traffic such as ApdateDNS and
INetSim. Static analysis is the process of observing the malware by viewing the code
instead of running the executable. This process uses tools like IDA Pro and de-obfuscation
techniques such as PEid. Dynamic analysis involve debugging tools like OllyDbg or
WinDbg which give a clear idea about malware functioning by running the code.

To get an overview of the universities’ approach to this topic, three different samples were
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used. The first list consisted of 19 universities in the USA that belong to the list of NSA
accredited colleges. The second set consisted of the top 12 ranked colleges in computer
science according to US News & World Report, and the third sample contains the five top
cybersecurity universities across the world ranked by Data Insider. It is exceptional that
eleven of nineteen universities teach subjects required in the industry in the first set.
However, it is very concerning that only three of fifteen universities have the courses
relevant to malware analysis in the second and third samples. The course data collected
from the three samples was analyzed in three different ways: LDAviz and a word cloud
generator were used for analyzing course overviews, and a manual inventory along with a
pie chart model was used for analysis of course syllabuses.

For finding the skillset desired for the malware analysis jobs in industry a search was made
for related job postings on three job boards: LinkedIn, Indeed and Glassdoor. The skills
required by each job opening were noted and analyzed using the same methods that were
used to analyze the courses to maintain consistency.

To conduct a gap analysis of the malware analysis skills taught in university courses with
that of the ones required in the industry, it is necessary to compare and contrast the analysis
methods of courses as well as job descriptions. Through the analysis of LDAviz and Word
Cloud, it can be noticed that the universities are generally covering the topics important for
the malware analysis job such as exposure to malicious code and reverse engineering tools.
The main exception is a lack of coverage of threat analysis, incident response, and

computer forensics.
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Finally, it can be summarized that there are only a few universities that offer courses
relevant to malware analysis. But, it is interesting that the course topics of the institutions
that do offer these subjects match closely with what the employers are looking for.
However, there are many schools which do not have any courses related to cybersecurity.
To meet the growing expansion of cybersecurity analysis jobs as well as prevent the current
professionals to struggle during the hiring process due to a lack of the required skillset, it
is highly recommended for colleges to include cybersecurity degree programs and offer
courses related to malware analysis as part of their curriculum.

Finally, it is noted that future work can be done to further the survey presented in this thesis
in order to affirm these conclusions and do more analysis. For example, the needs of
employers in the field of cybersecurity can be more fully evaluated by using a survey,
which could not be done here due to the lack of time to achieve the required Internal
Review Board approval. Also, the research can be extended to a larger number of

universities in USA as well as across the world.
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